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& 25 attack.mitre.org/groups/G0006/

MITRE | ATT&CK"

Matrices ~ Tactics ~

Techniques ~ Defenses ~ CTl ~ Resources ~ Benefactors Blog &'

.001

.001

.001

.003

Associated Group Descriptions

Name

Account Discovery: Local Account

Acquire Infrastructure: Domains

Archive Collected Data: Archive via
Utility

Automated Collection

Command and Scripting Interpreter:
Windows Command Shell

GROUPS
APT1 “

Name
APT12

Comment Crew
APT16
APT17 Comment Group
APT18

Comment Panda
APT19
APT28 .

Techniques Used

APT29
APT3 Domain ID
APT30 Enterprise  T1087
APT32
APT33 Enterprise  T1583
APT37 Enterprise  T1560
APT38
APT39 Enterprise  T1119
APTA41
APTA42 Enterprise  T1059
APTS

Description

ATT&CK® Navigator Layers ~

Use

APT1 used the commands net localgroup,net user, and net group 10
find accounts on the system.!"]

APT1 has registered hundreds of domains for use in operations.!"!

APT1 has used RAR to compress files before moving them outside of the
victim network."!

APT1 used a batch script to perform a series of discovery techniques and
saves it to a text file."]

APT1 has used the Windows command shell to execute commands, and batch

scripting to automate execution.!”
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Case Study 1 - SolarWinds:
The Supply Chain Masterpiece
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Case Study 2 - Microsoft Exchange (Hafnium): The Zero-Day Blitz
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Case Study 3 - Ukraine Power Grid: The Kinetic Impact

WADLHQ: SaIBe (Sandworm) vwia APT44
LHONSa: 191:s:uuU SCADA aalwds:sisundl 2 uauau

A WaAty: mMslbudlsluasaonacalannenw (Kinetic Impact)

1l 2015




Case Study 4 — Stuxnet: The World’s First Cyber Weapon
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4 28 May 2025 >
he Thai and Cambodian
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near Chong Bok. Q C - A

1-27W.A. -100.0.

24 Jul. 2025 Preah Vihear (20 ASH) (64 nSv)
Clashes erupt near the temple
Khmer Hindu temple 23 Jul. 2025 B R L :
Ta Muen Thom. Five Thal soldiars are Injured by mshudndAnusuusvyudgviusdny 0N 20 Asv (1-27 w.n.)
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AnonSecKH / NXBBSEC
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NKEBSEC

WS NXBBSEC &

We are anonymous. We are legion. We do not
forgive. We do not forget. Expect us. =

Visual Evidence

SATTENTIONI] ANNOUNCEMENT

Greeting to all supporters, allles, and
observers,

| am SAZZ the true owner and operator of
BCACR CYBSR. It has come to my attention
that thers has been mislotonteation spread
by incompetent sources~specifically,
certani Slam reparters who hove
pubftshed lolee slatms regarding our
snocture and afilliations.

- NKBBSEC is NOT part of BLACK CYB3R.
- 1 am SAZZ a core inember of
AnonEBeclU1 [also known as the NXBBSEC
Hecker 6roop)

- BLACG CTB2R operates as an
independent team but maintains an
alliance with tnondacKn / NABBSEC.

- NSDBJIEC is our isader, ARnonSocKt is
our primary team neme, and BLACK
CYB3R is a trusted associate group.

| Wis staod ynited—*TAnonSeckt!, NABBSEC,
and BLAOR C7B30™"~ as a fores beyond the
reech of (nose who seek to distort the huth

Visual Evidence

BL4CK CYB3R
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mi.th/
mi.th:3088/
mi.th/
mi.th:8088/
navy.mi.th:B868@
mi.th/
mi.th:8088/
mi.th/
mi.th:5088/
mi.th/

8-14 n.a. 68

User
niwat.sangthong
niwat.sangthong
somyot.phro
somyot.phro
somyot.phro
niwat.sangthong
niwat.sangthong
somyot.phro
panyatad.in
kasem. rod

Password
saraburi
saraburi
228189
228189
228189
saraburi
saraburi
228189
82331835
kr2583
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Y
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Cyber Protection Team : CPT
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- - Cyber Combat Mission Team : CCMT
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Credential Leak

StUUENSEULNA NS,
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Data Breach

Bulsd
nu.ns.

21 nwb8

15 n.A.68

Credential Leak

s:uuou Upload File
UDv WS.

Data Breach

15ulsd
fuelszanumsda
ajadgmsmeiu ns.

25 n.A.68

4 a.n.68

SQL Injection

S=UUMNU-CIDU
15ulsd ns.

7 d.n.68

_____
-~ S~

’” S
4 n.n.68 18 n.A.68 29 n.A68 6 d.n.68 { 10 N.A68
? Web ? Credential Leak Login Failed T ?
Defacement
misihiiodoud SEUUDUANSAULNA Web
yadSaysnuuuou:mso Facebook Page sw.auSows-LnoSh S5 St

ua=Hoddsaldn:1alne UDO NS. e efacement
ToellIidSuaynna $5.02.N2N.2A.NS.

Web

15ulsdiu DMZ

23 n.a.bd
9

Suspicious File

Defacement
s:uudadodado

ns.

s:uU HRMISS
U0 NW.Ns.



L‘I/%Iﬂﬂﬂiﬂi Credential Leaked

asuisamisai NaN1SASIDAdUUAANKAUDIVEIVIKI

o KQMISA: Wa3ufi 10 FvkiAu 2568 1Da1 01.00 u.
anuy. uavasrowumslwacvaya Credential uavilavu
BulvdnovriwiSauu Telegram

o nduRAvIka: NULLSEC PHILIPPINES $oufiu KOLZSEC

* Wans:nu: §oa login YoVK GV U e @navy.mi.th 2. Wltvius:uuimsuuinskanuBbuu
anlalwg lWUS1I16os (Saved Passwords in Browser)

f 1. s:gqu’Gmsnsaaaauua:;hﬁnds:mn
|—u [wanaulkaa (Unrestricted File Upload)

NAYY OF THAILANO HACXED BY LDE FROM NULLSEC PHIUPPINES!

3. 1nSOVADUWILNDSUDVK(GVUIUITS
wioss/wa-tev. . thegin SRR croy- iR - aaavlusunasu Antivirus niduszansmw

hitpsc//uew. navy.ml. th/login rgnavy.rL. thr
K1tps:/Jha. navy-mlL. th/fegtn rgoavy-al.ihr
httpst//tnw,navy.ml. th/lagin rgnavy.xl.th:F
hitps://uww.navy.ml. th/login rgnavy.xi.th:

4. vnamislovius:zuugugumaukargdode
(Multi-Factor Authentication - MFA)
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msiasukunidulsd gandsnaziduisaa nmislhudiwoulusdoya
(Web Defacement) (Malware / Webshell) (Data Theft Attacks)
noninosunsnihunlukinsu mfkdowans:nu msivlwasuasenidagovlkiloud 8inATA SOL Injection ia: Brute Force INOIINGY
domwanunina:ANuLNBRoUdLIVANS awsniumuAus:uulaons:sTna iy KSoulusdoyadnrylugiudoya

. ' e J o
4 BovlkdKannIduduIkQ

12348 e il |
SKaWIUAQINIVE ss:uuallkaalwaluvaoanse vranisuguddaukateldode (MFA)  Tuldauinanwadniulaoans
N1SALSKaWURdoUID (15U 1234) iWalknoninasawnsnaulkaalwasuasie msluds:uulovniuduiaoy s:uuRluaUinaagvaliavav:igovikd

- - .- . -~ .. = - - - - - . .- - .~ ' - - < = ' ' -
iWuus:granfrkyloudidns:uulddnss AudItulwasunwrSuionaisla mikurydgndaldvieiboskaniusika ngonAudna:9udanisiHud
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> Uszanumsufunnu wed.a aduayudeya

dransadlaiuas Tuiuiiaulantna (NAI)

> mwaaum%’agaéﬁﬁ@ﬁ%’q‘lwa
(Credential Leaked) Lﬁaa'}ﬁﬂﬂiﬂwﬁ
Tunisinneszuuvasrenssvy

» CCMT aliun1saudnnlnua1unsa
Woadreawansenu wazuarsuselevdluiia
lauas

195U (DCO)

Sullamansainelyuasliugniunisalings
Tnegjaiunsihszdlunssnenaanusiuag
Uaanngluuas Mnussuun3aunen1eensns
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A1SYNS:QUTQAIIVAINISA
(Enhancing Capabilities)

A1sasivaravwa
(Building the Force)

<lé~> [ lorEsvE] - SansavAAdIu§oINNIS
S —(oFesve)  (Systematize Knowledge
Nt L from Operations)

SOUSIUUNISYUNDITOSN IBVSU llatnans:nuanoe
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TTP Tools  Training

asoyusuRIsEdBIYluIuDS
I0UNNSNQEdUINIS:UU (penetration testing) na:Au Red Team
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ThaiCERT stuU GIS vav Jan.
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1. M1saas:QuuavnauKkan

nauugnlnasyIdtiguAuwsIyausn (AnonSec-KH, NXBBSEC)
aafinssufngIdavAuANUTaLSOEIEILaUaY LasTuudGukuTy
Ug‘]UﬁmsﬁLjolﬁuwaUs:IUUUn1vn151§u (Profit-driven) uIndu
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naoaaU 2568 [ainanauuaninasikue isu NOTCTBER uat:
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New Alliance Announcement
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u[amaa\)na inamslbuds:zaanikulusUiuu DDoS ua: Disinformation mnnauuamnassuihu
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